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Thi s docunent describes a transport independent protocol for the
managenent of trust anchors (TAs) and community identifiers stored in
a trust anchor store. The protocol nmmkes use of the Cryptographic
Message Syntax (CMS), and a digital signature is used to provide
integrity protection and data origin authentication. The protoco

can be used to manage trust anchor stores containing trust anchors
represented as Certificate, TBSCertificate, or TrustAnchorlnfo

obj ect s.
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I nt roducti on

Thi s docunent describes the Trust Anchor Managenment Protocol (TAWP).
TAMP may be used to manage the trust anchors and community
identifiers in any device that uses digital signatures; however, this
specification was witten with the requirenments of cryptographic
nmodul es in mind. For exanple, TAMP can support signed firmare
packages [ RFC4108], where the trust anchor public key can be used to
validate digital signatures on firmvare packages or validate the

X. 509 certification path [ RFC5280][ X. 509] of the firmware package

si gner.

Most TAMP nessages are digitally signed to provide integrity
protection and data origin authentication. Both signed and unsigned
TAMP nessages enpl oy the Cryptographi c Message Syntax (CWVS)

[ RFC5652]. The CMB is a data protection encapsul ation syntax that
makes use of ASN. 1 [ X 680].
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This specification does not provide for confidentiality of TAWP
messages. |f confidentiality is required, then the conmunications
environnent that is used to transfer TAMP nmessages nust provide it.
This specification is intended to satisfy the protocol -rel ated
requi renents expressed in "Trust Anchor Managenent Requirements”

[ TA- MGMT- REQS] and uses vocabul ary from that docunent.

TAMP nmessages nay be exchanged in real tinme over a network, such as
via HTTP as described in Appendix A or may be stored and transferred
usi ng other neans. TAMP exchanges consist of a request message that

i ncludes instructions for a trust anchor store and, optionally, a
correspondi ng response nessage that reports the result of carrying
out the instructions in the request. Response nessages need not be
propagated in all cases. For exanple, a GPS receiver may be unable
to transnmit a response and nay instead use an attached display to
indicate the results of processing a TAWP request.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Trust Anchors

TAWP manages trust anchors. A trust anchor contains a public key
that is used to validate digital signatures. TAMP recognizes three
formats for representing trust anchor information: Certificate

[ RFC5280], TBSCertificate [RFC5280], and TrustAnchorlnfo [ RFC5914].

Al'l trust anchors are distinguished by the public key, and all trust
anchors consist of the foll owi ng conponents:

0 A public key signature algorithmidentifier and associated public
key, which MAY include paraneters

0 A public key identifier

O her information may appear in a trust anchor, including
certification path processing controls and a human readabl e nane.

TAMP recogni zes three types of trust anchors based on functionality:
apex trust anchors, nanagenent trust anchors, and identity trust
anchors.

In addition to the information descri bed above, apex trust anchors

and nmanagenent trust anchors that sign TAVP nessages have an
associ at ed sequence nunber that is used for replay detection
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The public key is used to nane a trust anchor, and the public key
identifier is used to identify the trust anchor as a signer of a
particul ar object, such as a SignedData object or a public key
certificate. This public key identifier can be stored with the trust
anchor, or in nost public key identifier assignment nmethods, it can
be conputed fromthe public key whenever needed.

A trust anchor public key can be used in two different ways to

support digital signature validation. |In the first approach, the
trust anchor public key is used directly to validate the digita
signature. 1In the second approach, the trust anchor public key is

used to validate an X. 509 certification path, and then the subject
public key in the final certificate in the certification path is used
to validate the digital signature. When the second approach is

enpl oyed, the certified public key nay be used for things other than
digital signature validation; the other possible actions are
constrained by the key usage certificate extension

TAMP i npl enent ati ons MJUST support validation of TAMP nessages that
are directly validated using a trust anchor. Support for TAW
nmessages validated using an X 509 certificate validated using a trust
anchor, or using longer certification paths, is OPTIONAL. The CM5
provides a location to carry X. 509 certificates, and this facility
can be used to transfer certificates to aid in the construction of
the certification path.

1.2.1. Apex Trust Anchors

Wthin the context of a single trust anchor store, one trust anchor
is superior to all others. This trust anchor is referred to as the
apex trust anchor. This trust anchor represents the ultinmte
authority over the trust anchor store. Mich of this authority can be
del egated to other trust anchors.

The apex trust anchor private key is expected to be controlled by an
entity with information assurance responsibility for the trust anchor
store. The apex trust anchor is by definition unconstrained and

t heref ore does not have explicit authorization information associated
with it.

Due to the special nature of the apex trust anchor, TAMP incl udes
separate facilities to change it. |In particular, TAMP includes a
facility to securely replace the apex trust anchor. This action
nm ght be taken for one or nore of the follow ng reasons:

0 The crypto period for the apex trust anchor public/private key
pair has conme to an end
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0 The apex trust anchor private key is no |onger avail able
0 The apex trust anchor public/private key pair needs to be revoked

o0 The authority has decided to use a different digital signature
algorithmor the sane digital signature algorithmwth different
paraneters, such as a different elliptic curve

0 The authority has decided to use a different key size
o0 The authority has decided to transfer control to another authority

To accommpdat e these requirenents, the apex trust anchor MAY i ncl ude
two public keys. \Whenever the apex trust anchor is updated, both
public keys will be replaced. The first public key, called the
operational public key, is used in the sane manner as other trust
anchors. Any type of TAMP nessage, including an Apex Trust Anchor
Updat e nmessage, can be validated with the operational public key.

The second public key, called the contingency public key, can only be
used to update the apex trust anchor. The contingency private key
SHOULD be used at only one point in tine; it is used only to sign an
Apex Trust Anchor Update message that results in its own repl acenment
(as well as the replacenent of the operational public key). The
contingency public key is distributed in encrypted form \Wen the
contingency public key is used to validate an Apex Trust Anchor
Updat e nmessage, the symmetric key needed to decrypt the contingency
public key is provided as part of the signed Apex Trust Anchor Update
message that is to be verified with the contingency public key.

1.2.2. Managenent Trust Anchors

Management trust anchors are used in the nanagenent of cryptographic
nmodul es. For exanple, the TAMP nessages specified in this docunent
are validated to a managenent trust anchor. Likew se, a signed
firmvare package as specified in [RFC4108] is validated to a
managenent trust anchor.

1.2.3. ldentity Trust Anchors
Identity trust anchors are used to validate certification paths, and
they represent the trust anchor for a public key infrastructure.

They are nost often used in the validation of certificates associ ated
wi t h non- nanagenent applications.
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1.3. Architectural Elenents

TAMP does not assume any particular architecture. However, TAM
REQUI RES the followi ng architectural elenments: a cryptographic
nmodul e, a trust anchor store, TAMP protocol processing, and ot her
application-specific protocol processing.

A globally unique algorithmidentifier MJUST be assigned for each one-
way hash function, digital signature generation/validation algorithm
and symetric key unwrapping algorithmthat is inplemented. To
support CM5, an object identifier (OD) is assigned to name a one-way
hash function, and another O D is assigned to name each conbi nation
of a one-way hash function when used with a digital signature
algorithm Simlarly, certificates associate O Ds assigned to public
key algorithns with subject public keys, and certificates nmake use of
an O D that nanes both the one-way hash function and the digital
signature algorithmfor the certificate issuer digital signature.

[ RFC3279], [RFC3370], [RFC5753], and [RFC5754] provide O Ds for a
nunber of commonly used al gorithns; however, O Ds nay be defined in
later or different specifications.

1.3.1. Cryptographic Mdul e
The cryptographi c nodul e MJUST include the followi ng capabilities:

0 The cryptographi c nodul e SHOULD support the secure storage of a
digital signature private key to sign TAMP responses and either a
certificate containing the associated public key or a certificate
designator. |In the latter case, the certificate is stored
el sewhere but is available to parties that need to validate
cryptographic nodul e digital signatures. The designator is a
public key identifier

0 The cryptographi c nodul e MUST support at | east one one-way hash
function, one digital signature validation algorithm one digita
signature generation algorithm and, if contingency keys are
supported, one synmetric key unwapping algorithm |f only one
one-way hash function is present, it MJST be consistent with the
digital signature validation and digital signature generation

algorithms. |If only one digital signature validation algorithmis
present, it MJST be consistent with the apex trust anchor
operational public key. |If only one digital signature generation

algorithmis present, it MJST be consistent with the cryptographic
modul e digital signature private key. These algorithnms MJST be
avai |l abl e for processing TAMP nessages, including the content
types defined in [ RFC5652], and for validation of X 509
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1.3.2.

certification paths. As with simlar specifications, such as
RFC 5280, this specification does not nmandate support for any
cryptographic algorithns. However, algorithmrequirenments may be
i nposed by specifications that use trust anchors nanaged via TAWP

Trust Anchor Store

The trust anchor store MJST include the follow ng capabilities:

(0]

1.3.3.

Each trust anchor store MJST have a uni que nanme. For exanple, a
crypt ographi ¢ nodul e containing a single trust anchor store may be
identified by a unique serial nunber with respect to other nodul es
within the sane famly where the fanmly is represented as an ASN. 1
object identifier (OD) and the unique serial nunber is
represented as a string of octets. Oher nmeans of establishing a
uni que name are al so possible.

Each trust anchor store SHOULD have the capability to securely
store one or nore conmunity identifiers. The community identifier
is an OD, and it identifies a collection of cryptographic nodul es
that can be the target of a single TAWMP nessage or the intended
reci pients for a particul ar nanagenent nessage.

The trust anchor store SHOULD support the use of an apex trust
anchor. |If apex support is provided, the trust anchor store MJST
support the secure storage of exactly one apex trust anchor. The
trust anchor store SHOULD support the secure storage of at |east
one additional trust anchor. Each trust anchor MJST contain a

uni que public key. A public key MJUST NOT appear nore than once in
a trust anchor store.

The trust anchor store MJST have the capability to securely store
a sequence nunber for each trust anchor authorized to generate
TAMP nmessages and be able to report the sequence nunber along wth
the key identifier of the trust anchor

TAMP Processi ng Dependenci es

TAWMP processing MJST include the following capabilities:

(0]

TAMP processi ng MIST have a nmeans of |ocating an appropriate trust
anchor. Two nmechanisns are available. The first nechanismis
based on the public key identifier for digital signature
verification, and the second nechanismis based on the trust
anchor X 500 distingui shed name and other X 509 certification path
controls for certificate path discovery and validation. The first
mechani sm MUST be supported, but the second nechani sm MAY be
support ed.
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o TAMP processing MIST be able to invoke the digital signature
validation algorithmusing the public key held in secure storage
for trust anchors.

o TAMP processing MIST have read and wite access to secure storage
for sequence nunbers associated with each TAMP nessage signer as
described in Section 6.

0o TAMP processing MIST have read and wite access to secure storage
for trust anchors in order to update them Update operations
i ncl ude addi ng trust anchors, renoving trust anchors, and
nodi fying trust anchors. Application-specific constraints MJST be
securely stored with each nmanagenent trust anchor as described in
Section 1.3.4.

o TAMP processing MIST have read access to secure storage for the
community menbership list, if any, to determ ne whether a targeted
message ought to be accepted.

0 To inplenment the OPTIONAL community identifier update feature,
TAWP processi ng MUST have read and wite access to secure storage
for the community nmenbership list.

0 To generate signed confirmati on nessages, TAMP processi ng MJST be
able to invoke the digital signature generation al gorithmusing
the cryptographic nodul e digital signature private key, and it
MUST have read access to the cryptographic nodule certificate or
its designator. TAMP uses X. 509 certificates [RFC5280].

o The TAMP processi ng MJST have read access to the trust anchor
store uni que nane.

1.3.4. Application-Specific Protocol Processing

The apex trust anchor and managenent trust anchors managed with TAWP
can be used by the TAMP application. Oher nanagenent applications
MAY nmeke use of all three types of trust anchors, but non- nanagenent
applications SHOULD only nake use of identity trust anchors.
Applications MIST ensure that usage of a trust anchor is consistent
with any constraints associated with the trust anchor. For exanpl e,
if name constraints are associated with a trust anchor, certification
paths that start with the trust anchor and contain certificates with
nanes that violate the nane constraints MJST be rejected

The application-specific protocol processing MIST be provided with
the follow ng services:
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1

o The application-specific protocol processing MIUST have a neans of

| ocating an appropriate trust anchor. Two nechanisns are

avail able to applications. The first nechanismis based on the
public key identifier for digital signature verification, and the
second nechanismis based on the trust anchor X 500 distingui shed
nane and ot her X 509 certification path controls for certificate
pat h di scovery and validation

0o The application-specific protocol processing MIST be able to
i nvoke the digital signature validation algorithmusing the public
key held in secure storage for trust anchors.

o The application-specific protocol processing MIST have read access
to data associated with trust anchors to ensure that constraints
can be enforced appropriately. For exanple, an application MJST
have read access to any nanme constraints associated with a TAto
ensure that certification paths term nated by that TA do not
include certificates issued to entities outside the TA nanager-
desi gnat ed nanespace.

0 The application-specific protocol processing MIJST have read access
to secure storage for the community nmenbership list, if any, to
determ ne whether a targeted nessage ought to be accepted.

o |If the application-specific protocol requires digital signatures
on confirmation nessages or receipts, then the application-
specific protocol processing MIST be able to invoke the digita
signature generation algorithmw th the cryptographic nodul e
digital signature private key and its associated certificate or
certificate designator. Digital signature generation MJUST be
controlled in a manner that ensures that the content type of
signed confirmati on nmessages or receipts is appropriate for the
application-specific protocol processing.

o The application-specific protocol processing MIST have read access
to the trust anchor store uni que nane.

ASN. 1 Encodi ng

The CM5 uses Abstract Syntax Notation One (ASN.1) [X.680]. ASN. 1 is
a formal notation used for describing data protocols, regardl ess of

t he programm ng | anguage used by the inplenentation. Encoding rules
descri be how the values defined in ASN.1 will be represented for
transm ssion. The Basic Encoding Rules (BER) [ X 690] are the nost

wi dely enpl oyed rule set, but they offer nore than one way to
represent data structures. For exanple, definite-length encoding and
i ndefinite-length encoding are supported. This flexibility is not
desirabl e when digital signatures are used. As a result, the
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Di sti ngui shed Encodi ng Rules (DER) [X. 690] were invented. DER is a
subset of BER that ensures a single way to represent a given val ue.
For exanpl e, DER al ways enpl oys definite-Ilength encodi ng.

Digitally signed structures MIST be encoded with DER. In other
specifications, structures that are not digitally signed do not
require DER, but in this specification, DER is REQU RED for al
structures. By always using DER, the TAMP processor will have fewer
options to inplenent.

ASN. 1 is used throughout the text of this document for illustrative
purposes. The authoritative source of ASN. 1 for the structures
defined in this docunent is Appendix A

2. Cryptographic Message Syntax Profile

TAMP makes use of signed and unsi gned nessages. The Cryptographic
Message Syntax (CMS) is used in both cases. A digital signature is
used to protect the nessage from undetected nodification and provide
data origin authentication. TAWP nakes no general provision for
encryption of content.

CM5 is used to construct a signed TAMP nmessage. The CVS Contentlnfo
content type MJST al ways be present. For signed nessages,
Content | nfo MUST encapsul ate the CM5 SignedData content type; for

unsi gned nmessages, Contentlnfo MJST encapsul ate the TAMP nessage
directly. The CM5 SignedData content type MJST encapsul ate the TAW
message. A unique content type identifier identifies the particular
type of TAMP nessage. The CMS encapsul ati on of a signed TAMP nmessage
is sunmarized by:

Contentlnfo {

content Type id-signedData, -- (1.2.840.113549.1.7.2)
cont ent Si gnedDat a

}

Si gnedDat a {
version CMsVersion, -- Always set to 3
digestAlgorithns DigestAlgorithmdentifiers, -- Only one
encapContent |l nfo Encapsul at edCont ent | nf o,
certificates CertificateSet, -- OPTIONAL signer certificates
crls CertificateRevocationLists, -- OPTI ONAL
si gner |l nfos SET OF Signerlinfo -- Only one

}
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Signerinfo {
version CMsBVersion, -- Always set to 3
sid Si gnerldentifier,
di gest Al gorithm Di gest Al gorithm dentifier,
signedAttrs Si gnedAttri but es,

-- REQUIRED i n TAVP nessages
signatureAl gorithm SignatureAl gorithmdentifier
signature Si gnat ur eVal ue,
unsi gnedAttrs Unsi gnedAttributes -- OPTIONAL; may only be
} -- present in Apex Trust
-- Anchor Update nessages

Encapsul at edContent I nfo {
eContent Type OBJECT | DENTI FIER, -- Nanmes TAMP nessage type
eCont ent OCTET STRI NG -- Contai ns TAMP nessage

}

When a TAMP nessage is used to update the apex trust anchor, this
same structure is used; however, the digital signature will be
validated with either the apex trust anchor operational public key or
the contingency public key. \When the contingency public key is used,
the synmetric key needed to decrypt the previously stored contingency
public key is provided as a contingency-public-key-decrypt-key
unsigned attribute. Section 4.5 of this docunent describes the Apex
Trust Anchor Update nessage.

CM5 is also used to construct an unsi gned TAMP nessage. The CMS
Contentlnfo structure MIUST al ways be present, and it MJST be the

out ernost | ayer of encapsulation. A unique content type identifier
identifies the particular TAMP nessage. The CM5 encapsul ation of an
unsi gned TAMP nessage i s sumari zed by:

Contentlnfo {
content Type OBJECT | DENTI FI ER, -- Nanes TAMP nessage type
cont ent OCTET STRI NG -- Contai ns TAMP nessage

}

2.1. Contentlnfo

CM5 requires the outernopst encapsul ation to be Contentlnfo [ RFC5652].
The fields of ContentInfo are used as foll ows:

0 contentType indicates the type of the associated content, and for
TAMP, the encapsul ated type is either SignedbData or the content
type identifier associated with an unsi gned TAMP nessage. Wen
the id-signedData (1.2.840.113549.1.7.2) object identifier is
present in this field, then a signed TAWP nmessage is in the
content. Oherw se, an unsigned TAMP nessage is in the content.
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(o]

2. 2.

content holds the content, and for TAMP, the content is either a
Si gnedDat a content or an unsi gned TAMP nessage.

Si gnedData Info

The SignedData content type [RFC5652] contains the signed TAW
message and a digital signature value; the SignedData content type
MAY al so contain the certificates needed to validate the digita
signature. The fields of SignedData are used as follows:

(o]

version is the syntax version nunber, and for TAMP, the version
number MJST be set to 3.

digestAlgorithns is a collection of one-way hash function
identifiers, and for TAWP, it contains a single one-way hash
function identifier. The one-way hash function enployed by the
TAMP nmessage originator in generating the digital signature MJST
be present.

encapContentinfo is the signed content, consisting of a content
type identifier and the content itself. The use of the
Encapsul at edContentInfo type is discussed further in

Section 2.2.2.

certificates is an OPTIONAL collection of certificates. It MAY be
omitted, or it MAY include the X 509 certificates needed to
construct the certification path of the TAWMP nessage ori gi nator
For TAMP nessages sent to a trust anchor store where an apex trust
anchor or managenent trust anchor is used directly to validate the
TAMP nessage digital signature, this field SHOULD be onmitted

When an apex trust anchor or nmanagenent trust anchor is used to
validate an X. 509 certification path [ RFC5280], and the subject
public key fromthe final certificate in the certification path is
used to validate the TAWP nessage digital signature, the
certificate of the TAMP nmessage origi nator SHOULD be incl uded, and
additional certificates to support certification path construction
MAY be included. For TAMP nessages sent by a trust anchor store,
this field SHOULD i nclude only the signer’'s certificate or should
be omitted. A TAMP nessage recipient MIST NOT reject a valid TAW
nmessage that contains certificates that are not needed to validate
the digital signature. PKCS#6 extended certificates [ PKCS#6] and
attribute certificates (either version 1 or version 2) [RFC5755]
MJUST NOT be included in the set of certificates; these certificate
formats are not used in TAMP. Certification authority (CA)
certificates and end entity certificates MUST conformto the
profiles defined in [ RFC5280] .
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2.
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crls is an OPTIONAL coll ection of certificate revocation lists
(CRLS).

signerinfos is a collection of per-signer information, and for
TAMP, the collection MIST contain exactly one Signerlinfo. The use
of the Signerinfo type is discussed further in Section 2.2.1.

Signerinfo

The TAMP nessage originator is represented in the Signerlnfo type.
The fields of Signerlnfo are used as foll ows:

(o]

version is the syntax version nunber. Wth TAMP, the version MJST
be set to 3.

sid identifies the TAMP nmessage originator’s public key. The
subj ectKeyldentifier alternative is always used with TAMP, which
identifies the public key directly. Wen the public key is
included in a Trust Anchorlinfo object, this identifier is included
in the keyld field. Wen the public key is included in a
Certificate or TBSCertificate, this identifier is included in the
subj ect Keyldentifier certificate extension

digestAlgorithmidentifies the one-way hash function, and any
associ ated paraneters, used by the TAMP nessage originator. It
MJUST contain the one-way hash functions enpl oyed by the
originator. This nessage digest algorithmidentifier MJIST match
the one carried in the digestAlgorithns field in SignedData. The
message digest algorithmidentifier is carried in two places to
facilitate stream processing by the receiver

signedAttrs is an OPTIONAL set of attributes that are signed al ong
with the content. The signedAttrs are OPTIONAL in the CM5, but
signedAttrs is REQU RED for all signed TAMP nessages. The SET OF
Attribute MIST be encoded with the Distingui shed Encodi ng Rul es
(DER) [X.690]. Section 2.2.3 of this docunment lists the signed
attributes that MUST be included in the collection. O her signed
attributes MAY be included, but any unrecogni zed signed attributes
MUST be i gnor ed.

signatureAlgorithmidentifies the digital signature algorithm and
any associ ated paraneters, used by the TAWP nessage originator to
generate the digital signature.

signature is the digital signature value generated by the TAW
nmessage ori gi nator.
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2.

2

2

0 unsignedAttrs is an OPTIONAL set of attributes that are not
signed. For TAMP, this field is usually onmitted. It is present
only in Apex Trust Anchor Update nmessages that are to be validated
usi ng the apex trust anchor contingency public key. |In this case,
the SET OF Attribute MJIST include the synmetric key needed to
decrypt the contingency public key in the contingency-public-key-
decrypt-key unsigned attribute. Section 2.2.4 of this docunent
describes this unsigned attribute.

. 2. Encapsul at edCont ent | nf o

The Encapsul atedContentlnfo structure contains the TAMP nessage. The
fields of Encapsul atedContentlnfo are used as foll ows:

0 eContentType is an object identifier that uniquely specifies the
content type, and for TAMP, the value identifies the TAMP nessage.
The list of TAWMP message content types is provided in Section 4.

o0 eContent is the TAMP nessage, encoded as an octet string. In
general, the CM5 does not require the eContent to be DER-encoded
before constructing the octet string. However, TAMP nessages MJST
be DER- encoded.

.3. Signed Attributes

The TAWMP nessage originator MJST digitally sign a collection of
attributes along with the TAMP nessage. Each attribute in the
col l ection MIST be DER-encoded. The syntax for attributes is defined
in [ RFC5912].

Each of the attributes used with this CMs profile has a single
attribute value. Even though the syntax is defined as a SET OF
AttributeVal ue, there MUST be exactly one instance of AttributeVal ue
present.

The SignedAttributes syntax within Signerinfo is defined as a SET OF
Attribute. The SignedAttributes MJST include only one instance of
any particular attribute. TAMP nessages that violate this rule MJST
be rejected as nal f or med.

The TAWMP nessage origi nator MJST include the content-type and
message-di gest attributes. The TAMP nessage origi nator NMAY al so
i ncl ude the binary-signing-tinme attribute.

Housl ey, et al. St andards Track [ Page 16]



RFC 5934 TAWP August 2010

The TAWMP nessage origi nator MAY include any other attribute that it
deens appropriate. The intent is to allow additional signed
attributes to be included if a future need is identified. This does
not cause an interoperability concern because unrecogni zed si gned
attributes MJIST be ignored.

The following summari zes the signed attribute requirenents for TAW
nessages:

0 content-type MJIST be supported.
0 nessage-di gest MJST be supported.

0 binary-signing-tinme MAY be supported. Wen present, it is
generally ignored by the recipient.

0 other attributes MAY be supported. Unrecognized attributes MJST
be ignored by the recipient.

2.2.3.1. Content-Type Attribute

The TAMP nessage originator MIJST include a content-type attribute; it
is an object identifier that uniquely specifies the content type.
Section 11.1 of [RFC5652] defines the content-type attribute. For
TAMP, the value identifies the TAMP nessage. The list of TAW
message content types and their identifiers is provided in Section 4.

A content-type attribute MJST contain the same object identifier as
the content type contained in the Encapsul at edCont ent | nf o.

2.2.3.2. Message-Digest Attribute

The TAMP nessage originator MJST include a nessage-di gest attribute,
having as its value the output of a one-way hash function conputed on
the TAWMP nessage that is being signed. Section 11.2 of [RFC5652]
defines the nessage-digest attribute.

2.2.3.3. Binary-Signing-Time Attribute

The TAMP nessage origi nator MAY include a binary-signing-tine
attribute, specifying the time at which the digital signature was
applied to the TAWP nessage. The binary-signing-tine attribute is
defined in [ RFC4049].

No processing of the binary-signing-tinme attribute is REQJ RED of a
TAMP message recipient; however, the binary-signing-tinme attribute
MAY be included by the TAMP nessage originator as a form of nessage
identifier.
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2.2.4. Unsigned Attributes

For TAMP, unsigned attributes are usually onmtted. An unsigned
attribute is present only in Apex Trust Anchor Update nmessages that
are to be validated by the apex trust anchor contingency public key.
In this case, the symmetric key to decrypt the previous contingency
public key is provided in the contingency-public-key-decrypt-key
unsigned attribute. This attribute MJUST be supported, and it is
described in Section 2.2.4.1.

The TAWMP nessage origi nator SHOULD NOT i ncl ude ot her unsigned
attributes, and any unrecogni zed unsigned attributes MJST be ignored.

The UnsignedAttributes syntax within Signerinfo is defined as a SET
OF Attribute. The UnsignedAttributes MJST include only one instance
of any particular attribute. TAMP nessages that violate this rule
MUST be rejected as nal f or ned.

2.2.4.1. Contingency-Public-Key-Decrypt-Key Attribute

The conti ngency-public-key-decrypt-key attribute provides the

pl ai ntext symretric key needed to decrypt the previously distributed
apex trust anchor contingency public key. The symmetric key MJIST be
useable with the symmetric algorithmused to previously encrypt the
contingency public key.

The conti ngency-public-key-decrypt-key attribute has the foll ow ng
synt ax:

conti ngency- public-key-decrypt-key ATTRIBUTE :: = {
W TH SYNTAX Pl ai nt ext Symrmetri cKey
SI NGLE VALUE TRUE
I D id-aa- TAMP-conti ngencyPubl i cKeyDecrypt Key }

i d- aa- TAMP-cont i ngencyPubl i cKeyDecr ypt Key
OBJECT IDENTIFIER ::= { id-attributes 63 }

Pl ai nt ext Syrmetri cKey :: = OCTET STRI NG
3. Trust Anchor Formats
TAMP recogni zes three formats for representing trust anchor
information within the protocol itself: Certificate [ RFC5280],
TBSCertificate [ RFC5280], and TrustAnchorlnfo [RFC5914]. The

Trust Anchor Choi ce structure, defined in [RFC5914], is used to sel ect
one of these options.
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Tr ust Anchor Choice ::= CHO CE {

certificate Certificate,

t bsCert [1] EXPLICIT TBSCertificate
tal nfo [2] EXPLICIT TrustAnchorlnfo }

The Certificate structure is commonly used to represent trust

anchors. Certificates include a signature, which renoves the ability
for relying parties to customize the information within the structure
itself. TBSCertificate contains all of the information of the
Certificate structure except for the signature, enabling tailoring of
the information. TrustAnchorinfo is intended to serve as a

m ni mal i st representation of trust anchor information for scenarios
where storage or bandwi dth is highly constrai ned.

| mpl enentati ons are not required to support all three options. The
unsupport edTrust Anchor Format error code shoul d be indi cated when
generating a TAMPError due to receipt of an unsupported trust anchor
fornat .

4. Trust Anchor Managenent Protocol Messages

TAMP makes use of signed and unsi gned nmessages. The CM5 is used in
both cases. An object identifier is assigned to each TAMP nessage
type, and this object identifier is used as a content type in the
CcvVs

TAMP specifies el even nessage types. The follow ng provides the
content type identifier for each TAMP nessage type, and it indicates
whet her a digital signature is required. |If the follow ng indicates
that the TAMP nessage MJST be signed, then inplenentati ons MJST
reject a nmessage of that type that is not signed.

o The TAWP Status Query nessage MJST be signed. It uses the
followi ng object identifier: { id-tanp 1 }.

0 The TAMP Status Response nessage SHOULD be signed. |t uses the
followi ng object identifier: { id-tanmp 2 }.

0 The Trust Anchor Update nessage MJST be signed. It uses the
followi ng object identifier: { id-tanp 3 }.

0 The Trust Anchor Update Confirm nessage SHOULD be signed. It uses
the following object identifier: { id-tanp 4 }.

0 The Apex Trust Anchor Update nmessage MJUST be signed. It uses the
followi ng object identifier: { id-tanp 5 }.
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0 The Apex Trust Anchor Update Confirm nessage SHOULD be signed. It
uses the followi ng object identifier: { id-tamp 6 }.

0 The Community Update message MJUST be signed. It uses the
followi ng object identifier: { id-tanp 7 }.

0 The Community Update Confirm nessage SHOULD be signed. It uses
the following object identifier: { id-tanp 8 }.

0 The Sequence Number Adjust MJST be signed. It uses the follow ng
object identifier: { id-tanp 10 }.

0 The Sequence Nunber Adjust Confirm nessage SHOULD be signed. It
uses the following object identifier: { id-tanp 11 }.

o0 The TAWMP Error message SHOULD be signed. It uses the follow ng
object identifier: { id-tamp 9 }.

Trust anchor managers generate TAMP Status Query, Trust Anchor
Updat e, Apex Trust Anchor Update, Comunity Update, and Sequence
Number Adjust nessages. Trust anchor stores generate TAMP Status
Response, Trust Anchor Update Confirm Apex Trust Anchor Update
Confirm Comunity Update Confirm Sequence Nunber Adjust Confirm
and TAMP Error nessages.

Support for Trust Anchor Update nessages is REQUI RED. Support for
all other nessage formats is RECOMMENDED. | npl enmentations that
support the HITP bi ndi ng described in Appendi x C MJUST additionally
support Trust Anchor Update Confirm and TAMP Error nessages and MAY
support 0 or nore of the followi ng pairs of nessages: TAMP Status
Query and TAWP Status Query Response; Apex Trust Anchor Update and
Apex Trust Anchor Update Confirm Comunity Update and Comunity
Update Confirny Sequence Number Adjust and Sequence Number Adj ust

Confirm Inplenmentations that operate in a di sconnected manner MJST
NOT assune a response will be received fromeach consumer of a TAWP
nessage.

A typical interaction between a trust anchor nanager and a trust
anchor store will follow the nmessage flow shown in Figure 1. Figure
1 does not illustrate a fl ow where an error occurs.
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Figure 1. Typical TAWP Message Fl ow

Each TAWP query and update nessage i ncludes an indication of the type
of response that is desired. The response can either be terse or
verbose. Al trust anchor stores MJST support both the terse and

ver bose responses and SHOULD generate a response of the type
indicated in the correspondi ng request. TAMP response processors
MUST support processing of both terse and verbose responses.

Trust anchor stores SHOULD be able to process and properly act upon
the valid payload of the TAWP Status Query nessage, the Trust Anchor
Updat e nmessage, the Apex Trust Anchor Update nessage, and the
Sequence Number Adjust message. TAMP inpl enentations MAY al so
process and act upon the valid payl oad of the Comunity Update
nessage.

TAMP i npl enent ati ons SHOULD support generation of the TAWP Status
Response nessage, the Trust Anchor Update Confirm nessage, the Apex
Trust Anchor Update Confirm nessage, the Sequence Number Adj ust
Confirm nessage, and the TAMP Error message. |If a TAW

i npl enent ati on supports the Comunity Update nessage, then generation
of Community Update Confirm nmessages SHOULD al so be supported.

4.1. TAW Status Query

The TAWP Status Query nessage is used to request information about
the trust anchors that are currently installed in a trust anchor
store, and for the list of comunities to which the store bel ongs.
The TAWP Status Query nessage MJST be signed. For the query nessage
to be valid, the trust anchor store MJST be an intended recipient of
the query; the sequence number checking described in Section 6 MJST
be successful when the TAMP nessage signer is a trust anchor; and the
digital signature MJST be validated by the apex trust anchor
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operational public key, an authorized nanagenent trust anchor, or via
an aut horized X 509 certification path originating with such a trust
anchor.

If the digital signature on the TAWMP Status Query nessage is valid,
sequence nunber checking is successful, the signer is authorized, and
the trust anchor store is an intended recipient of the TAMP nessage,
then a TAMP Status Response nessage SHOULD be returned. |f a TAW

St at us Response nessage is not returned, then a TAMP Error nessage
SHOULD be returned.

The TAWP Status Query content type has the foll owi ng syntax:
CONTENT- TYPE ::= TYPE-IDENTI FI ER

tanp-status-query CONTENT-TYPE ::=
{ TAMPSt at usQuery | DENTI FI ED BY i d-ct- TAMP- st at usQuery }

i d-ct-TAMP-statusQuery OBJECT IDENTIFIER ::= { id-tanp 1}

TAMPSt at usQuery :: = SEQUENCE {
Version [0] TAMPVersion DEFAULT v2,
terse [1] TerseOrVerbose DEFAULT verbose,
query TAMPMsgRef }

TAMPVersion ::= I NTECER { v1(1), v2(2) }
TerseOr Verbose ::= ENUMERATED { terse(l), verbose(2) }
TAVMPMsgRef ::= SEQUENCE {

target Targetldentifier,
seqNum SeqNunber }

SeqNumber ::= I NTEGER (0..9223372036854775807)

Targetldentifier ::= CHO CE {
hwivbdul es [1] Hardwar eMbdul el denti fi erlLi st,
communities [2] CommunityldentifierlList,
al | Modul es [3] NULL,
uri [4] I A5String,
ot her Name [5] Another Name }

Har dwar eMbdul el dentifierList ::= SEQUENCE S| ZE (1..MAX) OF
Har dwar eMbdul es
Har dwar eMbdul es :: = SEQUENCE ({
hwType OBJECT | DENTI Fl ER,

hwSeri al Entries SEQUENCE S| ZE (1..MAX) OF HardwareSerial Entry }
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Har dwar eSeri al Entry ::= CHO CE {
al | NULL,
single OCTET STRI NG
bl ock  SEQUENCE {
| ow OCTET STRI NG
hi gh OCTET STRING } }

Communi tyldentifierList ::= SEQUENCE SI ZE (0.. MAX) OF Conmunity
Community ::= OBJECT | DENTI FI ER
The fields of TAMPStatusQuery are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is onmtted during encoding since
it is the default val ue.

0 query contains two itens: the target and the seqNum target
identifies the target(s) of the query nessage. segNumis a
singl e-use value that will be used to natch the TAMP Status Query
message with the TAMP Status Response nessage. The sequence
nunber is also used to detect TAMP nessage replay. The sequence
nunber processing described in Section 6 MJIST successfully
conpl ete before a response is returned.

The fields of TAMPMsgRef are used as foll ows:

o target identifies the target(s) of the query. Severa
alternatives for nanming a target are provided. To identify a
cryptographi ¢ nodul e, a conbination of a cryptographic type and
serial nunber are used. The cryptographic type is represented as
an ASN. 1 object identifier, and the unique serial nunber is
represented as a string of octets. To facilitate conpact
representation of serial nunbers, a contiguous block can be
specified by the | owest included serial nunmber and the highest
i ncluded serial nunber. \When present, the high and | ow octet
strings MJUST have the sanme |ength. The
Har dwar eMbdul el denti fi erLi st sequence MJUST NOT contain duplicate
hwType val ues, so that each nenber of the sequence nanes all of
the cryptographic nodules of this type. Cbject identifiers are
al so used to identify comunities of trust anchor stores. A
sequence of these object identifiers is used if nore than one
community is the target of the message. A trust anchor store is
considered a target if it is a nmenber of any of the listed
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communities. An explicit NULL value is used to identify al
nodul es that consider the signer of the TAMP nessage to be an

aut hori zed source for that nessage type. The uri field can be
used to identify a target, i.e., a trust anchor store, using a
Uni form Resource ldentifier [RFC3986]. Additional nanme types are
supported via the otherNane field, which is of type AnotherNane.
Anot herNane is defined in [RFC5280]. The fornmat and senantics of
the nane are indicated through the OBJECT IDENTIFIER in the type-
id field. The name itself is conveyed as a value field in

ot her Nane. | npl enentati ons MJUST support the all Mddul es option and
SHOULD support all Targetldentifier options.

0 segNum contains a single-use value that will be used to natch the
TAMP Status Query nmessage with the successful TAMP Status Response
message. The sequence nunber processing described in Section 6
MUST successfully conplete before a response is returned.

To determ ne whether a particular cryptographic nodul e serial nunber
is considered part of a specified block, all of the foll ow ng

condi tions MUST be net. First, the cryptographic nodul e seri al
nunber MUST be the same length as both the high and | ow octet
strings. Second, the cryptographic nmodul e serial nunber MJST be
greater than or equal to the low octet string. Third, the
cryptographi ¢ nodul e serial nunber MJST be | ess than or equal to the
hi gh octet string.

One octet string is equal to another if they are of the sane |length
and are the sane at each octet position. An octet string, S1, is
greater than another, S2, where S1 and S2 have the sanme length, if
and only if S1 and S2 have different octets in one or nore positions,
and in the first such position, the octet in Sl is greater than that
in S2, considering the octets as unsigned binary nunbers. Note that
these octet string conparison definitions are consistent with those
in clause 6 of [X 690].

4.2. TAMP Status Query Response

The TAWMP Status Response nmessage is a reply by a trust anchor store
to a valid TAMP Status Query nessage. The TAMP Status Response
nmessage provides information about the trust anchors that are
currently installed in the trust anchor store and the Iist of
conmunities to which the trust anchor store belongs, if any. The
TAMP St atus Response nessage MAY be signed or unsigned. A TAW

St at us Response nessage MJST be signed if the inplenentation is
capabl e of signing it.
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The TAWMP Status Response content type has the follow ng syntax:

tanp- st at us-response CONTENT-TYPE ::=
{ TAMPSt at usResponse | DENTI FI ED BY i d- ct - TAMP- st at usResponse }

i d-ct-TAMP-st at usResponse OBJECT IDENTIFIER ::= { id-tanp 2 }

TAMPSt at usResponse :: = SEQUENCE {
versi on [0] TAMPVersion DEFAULT v2,
query TAMPMsgRef
response StatusResponse,
usesApex BOOLEAN DEFAULT TRUE }

St at usResponse ::= CHO CE {

t er seResponse [0] TerseStatusResponse,

ver boseResponse [1] VerboseStat usResponse }
Ter seSt at usResponse :: = SEQUENCE {

t aKeyl ds Keyl dentifiers,

communities Communi tyl dentifierList OPTIONAL }
Keyldentifiers ::= SEQUENCE SI ZE (1.. MAX) OF Keyldentifier
Ver boseSt at usResponse :: = SEQUENCE ({

talnfo Trust Anchor Choi celi st ,

conti nPubKeyDecrypt Alg [0] Al gorithm dentifier OPTI ONAL,

conmmunities [1] ComunityldentifierList OPTI ONAL,

t anpSegNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }
Trust Anchor Choi ceLi st ::= SEQUENCE SI ZE (1..MAX) OF

Trust Anchor Choi ce

TAMPSequenceNunbers ::= SEQUENCE S| ZE (1..MAX) OF TAMPSequenceNunber
TAMPSequenceNunber ::= SEQUENCE ({

keyld Keyl dentifier,

segNunber SegNunber }
The fields of TAMPSt at usResponse are used as foll ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 query identifies the TAMPStatusQuery to which the trust anchor
store is responding. The query structure repeats the TAMPMsgRef
fromthe TAWP Status Query nessage (see Section 4.1). The
sequence nunber processing described in Section 6 MJST
successfully conpl ete before any response is returned.
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0 response contains either a terse response or a verbose response.
The terse response is represented by TerseStatusResponse, and the
verbose response is represented by VerboseSt at usResponse.

0 usesApex is a Boolean value that indicates whether the first item
in the TerseStatusResponse. taKeylds or
Ver boseSt at usResponse.talnfo field identifies the apex TA

The fields of TerseStatusResponse are used as follows:

0 taKeylds contains a sequence of key identifiers. Each trust
anchor contained in the trust anchor store is represented by one
key identifier. When TAMPSt at usResponse. usesApex is TRUE, the
apex trust anchor is represented by the first key identifier in
t he sequence, which contains the key identifier of the operationa
public key.

0 comunities is OPTIONAL. Wen present, it contains a sequence of
object identifiers. Each object identifier nanes one community to
whi ch this trust anchor store belongs. Wen the trust anchor
store belongs to no conmmunities, this field is omtted.

The fields of VerboseStatusResponse are used as foll ows:

o talnfo contains a sequence of TrustAnchorChoice structures. One
entry in the sequence is provided for each trust anchor contained
in the trust anchor store. Wen TAMPSt at usResponse. usesApex i s
TRUE, the apex trust anchor is the first trust anchor in the
sequence.

0 continPubKeyDecryptAlg is OPTIONAL. Wen present, it indicates
the decryption algorithmneeded to decrypt the currently installed
apex trust anchor contingency public key, if a contingency key is
associ ated with the apex trust anchor. \When present,

TAMPSt at usResponse. usesApex MJST be TRUE

0 comunities is OPTIONAL. Wien present, it contains a sequence of
object identifiers. Each object identifier nanes one community to
whi ch this trust anchor store belongs. Wen the trust anchor
store belongs to no conmunities, this field is omtted.

o tanpSeqNunbers is OPTIONAL. When present, it is used to indicate
the currently held sequence nunber for each trust anchor
aut horized to sign TAMP nessages. The keyld field identifies the
trust anchor, and the seqNunber field provides the current
sequence number associated with the trust anchor.
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4.3. Trust Anchor Update

The Trust Anchor Update nessage is used to add, renove, and change
managenent and identity trust anchors. The Trust Anchor Update
message cannot be used to update the apex trust anchor. The Trust
Anchor Update nessage MJST be signed. For a Trust Anchor Update
message to be valid, the trust anchor store MJUST be an intended
reci pi ent of the update; the sequence number checking described in
Section 6 MJST be successful when the TAMP nessage signer is a trust
anchor; and the digital signature MJST be validated using the apex
trust anchor operational public key, an authorized managenent trust
anchor, or via an authorized X 509 certification path originating
with such a trust anchor.

If the digital signature on the Trust Anchor Update nessage is valid,
sequence nunmber checking is successful, the signer is authorized, and
the trust anchor store is an intended recipient of the TAMP nessage,
then the trust anchor store MJUST performthe specified updates and
return a Trust Anchor Update Confirm nessage. |f a Trust Anchor
Update Confirm nmessage is not returned, then a TAMP Error nessage
SHOULD be returned.

The Trust Anchor Update content type has the foll owi ng syntax:

t anp- updat e CONTENT-TYPE ::=
{ TAMPUpdat e | DENTI FI ED BY i d-ct- TAMP-update }

i d-ct-TAMP-update OBJECT IDENTIFIER ::= { id-tanp 3}

TAMPUpdat e :: = SEQUENCE {
version [0] TAMPVersion DEFAULT v2,
terse [1] TerseO Verbose DEFAULT verbose,
nms gRef TAVPMsgRef ,
updates SEQUENCE Sl ZE (1..MAX) OF Trust Anchor Updat e,
tanpSeqNunber s [ 2] TAMPSequenceNunbers OPTI ONAL }

Trust Anchor Update ::= CHO CE {
add [1] Trust Anchor Choi ce,
renove [2] SubjectPublicKeyl nfo,
change [3] EXPLIC T Trust Anchor Changel nf oChoi ce }

Tr ust Anchor Changel nf oChoi ce ::= CHO CE {
tbsCert Change [0] TBSCertifi cat eChangel nfo,
t aChange [1] Trust Anchor Changel nfo }
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TBSCertificateChangelnfo ::= SEQUENCE {

seri al Nurber CertificateSerial Number OPTI ONAL

signature [0] Algorithm dentifier OPTI ONAL,

i ssuer [1] Name OPTI ONAL,

validity [2] Validity OPTI ONAL,

subj ect [ 3] Nane OPTI ONAL,

subj ect Publ i cKeyl nfo [4] Subject Publ i cKeyl nf o,

exts [5] EXPLICIT Extensions OPTI ONAL }
Trust Anchor Changel nfo ::= SEQUENCE ({

pubKey Subj ect Publ i cKeyl nf o,

keyld Keyl denti fier OPTI ONAL,

taTitle Trust Anchor Ti t1 e OPTI ONAL,

certPath Cert Pat hControl s OPTI ONAL,

exts [1] Extensions OPTI ONAL }

The fields of TAMPUpdate are used as fol |l ows:

o version identifies version of TAMP. For this version of the
specification, the default value, v2, MJST be used.

0 terse indicates the type of response that is desired. A terse
response is indicated by a value of 1, and a verbose response is
i ndi cated by a value of 2, which is omtted during encoding since
it is the default val ue.

o msgRef contains two itens: the target and the seqNum target
identifies the target(s) of the update nessage. The
Targetldentifier syntax is described in Section 4.1. segNumis a
singl e-use value that will be used to natch the Trust Anchor
Updat e nmessage with the Trust Anchor Update Confirm nessage. The
sequence nunber is also used to detect TAMP nessage replay. The
sequence nunmber processing described in Section 6 MJST
successfully conpl ete before any of the updates are processed.

0 updates contains a sequence of updates, which are used to add,
renove, and change nmanagenent or identity trust anchors. Each
entry in the sequence represents one of these actions, and is
i ndi cated by an instance of TrustAnchorUpdate. The actions are a
batch of updates that MJST be processed in the order that they
appear, but each of the updates is processed i ndependently. Each
of the updates MJST satisfy the subordination checks described in
Section 7. Even if one or nore of the updates fail, then the
remai ni ng updates MJST be processed. These updates MJST NOT neke
any changes to the apex trust anchor.
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t anpSeqNunbers MAY be included to provide the initial or new
sequence nunbers for trust anchors added or changed by the updates
field. E enents included in the tanpSeqNunbers field that do not
correspond to an elenent in the updates field are ignored.

El ements included in the tanmpSeqNunbers field that do correspond
to an elenent in the updates field and contain a sequence nunber

| ess than or equal to the nobst recently stored sequence nunber for
the trust anchor are ignored. El enents included in the
tanmpSeqNunbers field that do correspond to an elenment in the
updates field and contain a sequence number greater than the nost
recently stored sequence nunber for the indicated trust anchor are
processed by setting the stored sequence nunber for the trust
anchor equal to the new val ue.

The Trust Anchor Update is a choice of three structures, and each
alternative represents one of the three possible actions: add,

renove, and change. A description of the syntax associated with each
of these actions foll ows:

(o]

add is used to insert a new nmanagenent or identity trust anchor
into the trust anchor store. The Trust Anchor Choi ce structure is
used to provide the trusted public key and all of the information
associated with it. However, the action MIST fail with the error
code not Aut horized if the subordinati on checks described in
Section 7 are not satisfied. See Section 3 for a discussion of

t he Trust Anchor Choi ce structure. The apex trust anchor cannot be
i ntroduced into a trust anchor store using this action; therefore,
t he i d- pe-w appedApexConti nKey MJST NOT be present in the
extensions field. The constraints of the existing trust anchors
are unchanged by this action. An attenpt to add a nanagenent or
identity trust anchor that is already in place with the same

val ues for every field in the Trust Anchor Choi ce structure MJST be
treated as a successful addition. An attenpt to add a nmanagenent
or identity trust anchor that is already present with the sane
pubKey val ues, but with different values for any of the fields in
t he Trust Anchor Choi ce structure, MJST fail with the error code

i mproper TAAddi tion. This neans a trust anchor nmay not be added
twi ce using different TrustAnchorChoice options. |If a different
format is desired, the existing trust anchor nust be renoved and
the new format added

renove is used to delete an existing nanagenent or identity trust
anchor fromthe trust anchor store, including the deletion of the
managenment trust anchor associated with the TAMP nmessage signer.
However, the action MJST fail with the error code notAuthorized if
t he subordi nati on checks described in Section 7 are not satisfied.
The public key contained in SubjectPublicKeylnfo names the
managenent or identity trust anchor to be deleted. An attenpt to
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del ete a trust anchor that is not present MJST be treated as a
successful deletion. The constraints of the deleted trust anchor
are not distributed to other trust anchors in any nmanner. The
apex trust anchor cannot be renoved using this action, which
ensures that this action cannot place the trust anchor store in an
unrecover abl e configuration

change is used to update the infornmation associated with an

exi sting managenent or identity trust anchor in the trust anchor
store. Attenpts to change a trust anchor added as a Certificate
MUST fail with the error code inproper TAChange. The public key
contai ned in the SubjectPublicKeylnfo field of

Trust Anchor Changel nfo or in the subjectPublicKeylnfo field of a
TBSCertifi cat eChangel nfo nanes the to-be-updated trust anchor
However, the action MJST fail with the error code notAuthorized if
t he subordi nati on checks described in Section 7 are not satisfied.
An attenpt to change a trust anchor that is not present MJST
result in a failure with the trustAnchor Not Found status code. The
Trust Anchor Changel nfo structure or the TBSCerti fi cat eChangel nfo
structure is used to provide the revised configuration of the
managenment or identity trust anchor. |[If the update fails for any
reason, then the original trust anchor configuration MJST be
preserved. The apex trust anchor information cannot be changed
using this action. Attenpts to change a trust anchor added as a
TBSCertificate using a Trust Anchor Changelnfo MUST fail with an

i mproper TAChange error. Attenpts to change a trust anchor added
as a Trust Anchorlnfo using a TBSCertificateChangel nfo MJST f ai

wi th an i nproper TAChange error.

The fields of TrustAnchorChangelnfo are used as foll ows:

(o]

pubKey contains the algorithmidentifier and the public key of the
managenment or identity trust anchor. It is used to locate the
t o- be-updated trust anchor in the trust anchor store.

keyld is OPTIONAL, and when present, it contains the public key

identifier of the trust anchor public key, which is contained in
the pubKey field. |If this field is not present, then the public
key identifier remains unchanged. |If this field is present, the
provi ded public key identifier replaces the previous one.

taTitle is OPTIONAL, and when present, it provides a human
readabl e nane for the managenent or identity trust anchor. Wen
absent in a change trust anchor update, any title that was
previously associated with the trust anchor is renoved.

Simlarly, when present in a change trust anchor update, the title
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in the nessage is associated with the trust anchor. |f a previous
title was associated with the trust anchor, then the title is
replaced. |If a title was not previously associated with the trust

anchor, then the title fromthe update nessage i s added.

0 certPath is OPTIONAL, and when present, it provides the controls
needed to construct and validate an X 509 certification path.
When absent in a change trust anchor update, any controls that
were previously associated with the nanagenment or identity trust
anchor are renoved, which neans that del egation is no |onger
permtted. Simlarly, when present in a change trust anchor
update, the controls in the nessage are associated with the
managenent or identity trust anchor. |If previous controls,
i ncludi